HP System Health Apps - Set up and Use
/ Guide

SUMMARY

Learn how to enable, set up, and use the HP System Health Apps and Device Health.
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1 Overview

HP System Health is an app providing cloud-based print diagnostic and troubleshooting help on HP
Enterprise printers running HP FutureSmart 4.11 firmware and newer.

¥ NOTE: Foralist of compatible printers, see the section Supported printers.

Audience and Objectives

This document is intended for customers and IT decision makers installing or managing applicable HP
printers.

About

Device Headlth is the initial diagnostic and troubleshooting application to be delivered within the System
Health Apps container on the control panel.

This design enables applications within the System Health Apps container to expand over time without
customer or IT decision-maker effort, and/or without the need for firmware updates.

System Health Apps provide benefits only to printers connected to a network with an internet
connection.

Device Health enables the effortless transmission of a printer’s event logs to HP Support in order to
accelerate the identification and resolution of a printer issue. It is an extension of the Smart Device
Service (SDS) capability that supports non-contractually managed printers.

Overview

This document provides the following information:

e A brief overview of System Health Apps capabilities and benefits.

e Instructions on how to enable and set up System Health Apps.

e |Instructions on how to use the Device Health app to collect printer information.

e Instructions on how to use the HP Print Quality Diagnostics app to triage print quality issues.

Requirements
Learn about the printer requirements for using System Health Apps.
e The printer must not be a managed contractual model.

e The printer must be running HP FutureSmart firmware version 4.11 or newer.
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e The printer must have a 4.3-inch or a larger touchscreen control panel display.
e The printer must be cloud-ready including the following requirements:

— The printer settings are set to enable an internet connection.

B NOTE: Depending on the internet setup, a Web proxy *might* need to be enabled to ensure a
successful connection.

— The printer is connected to a network with an internet connection using port 443 accessible
through a firewall.

— HP Web Services is enabled in the printer's Embedded Web Server (EWS).

— The printer is registered with HP Cloud Services.

Supported printers

Support for System Health Apps and related features varies depending on the app and whether the
system requirements are met. For more information, see the Requirements section.

To view a list of supported printers by app, go to System Health Apps Supported Printers.

Features of System Health Apps
The System Health Apps deliver the following benefits:
e Access to Device Health capabilities.

e Access to HP Print Quality Diagnostics which enables users to run diagnostic tests from the printer
control panel and receive recommended actions to resolve any identified issues.

e Access to future cloud-deployed capabilities such as simplified problem reporting (for example).

Features of Device Health

The Device Health app is intended to improve the printer experience and enable HP and its partners to
resolve any printer issues for customers.

The Device Health app enabled by System Health Apps provides the following benefits:
For customers

e Faster printer issue resolution

e Maximized uptime and faster issue resolution when the printer has a problem

For support providers or IT decision makers

e Fewer unnecessary visits

e Fewer multiple repair visits

e Fewer unnecessary parts used

e Maximized uptime and faster issue resolution when the printer has a problem

2 Chapter 1 Overview
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For call agents

e \Visibility to the device's health

e Ability to remotely resolve some printer issues for customers

e Ability to accurately diagnose the issue before sending a service technician on-site
For service technicians or engineers in advance of the first on-site visit

e Guidance on the printer issue and troubleshooting steps for the specific issue

e Enable engineers and technicians to order the correct parts before going on-site

Features of Device Health 3
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2 Setup System Health Apps and Device
Health

System Health Apps and Device Health features can be enabled using one of the following methods:

Er NOTE: Tomake sure the firmware version supports the latest features available, see the section
Check the firmware version.

e Batch Registration Utility - Use to activate or enable on multiple printers.
e During initial printer set up (out of the box) - Use to activate or enable on a new, single printer.
e Control panel - Use after initial set up to activate on a single printer when on site.

e Embedded Web Server (EWS) - Use after initial set up to activate a single printer remotely.

Check the firmware version

The printer must be running HP FutureSmart firmware version 4.11 or newer to use these features.

If the firmware needs to be updated, use the Embedded Web Server (EWS) method. For instructions, go
to HP FutureSmart - Latest Firmware Versions.

i IMPORTANT: For HP Enterprise printers with integrated ISV solutions installed, a firmware upgrade
can adversely impact either the ISV solution or the printer’s capabilities. Make sure to understand any
potential impacts before proceeding.

1. Download and update the firmware to the latest version.

B NOTE: A firmware update might require 10 to 30 minutes or more depending on the computer
speed and connection type.

2. After upgrading the firmware, make sure that System Health Apps is visible on the control panel.

Bf NOTE: For instructions on how to move hidden icons, see the section Unhide the System Health
Apps.

3.  Follow one of the methods below to enable Device Health.

¥ NOTE: Device Health will be automatically configured during the initial set up of System Health Apps.

Chapter 2 Set up System Health Apps and Device Health



Enable System Health Apps using the registration utility

The System Health Apps Registration Utility enables one or more printers at a time by registering the
printer with HP Web Services, configuring proxy settings (if needed), and registering the printer with the
HP cloud.

To enable System Health Apps using the batch registration utility, follow these steps:
1. Download the utility using the following link:

https://ftp.hp.com/pub/softlib/software13/printers/utilities/SDS/HPSHAppsRegistration.Setup.exe

2. Double-click the HPSHAppsRegistration.Setup.exe to launch the utility.

3.  Select Continue to start the wizard.
@ HPF System Health Apps Registration Utility *

® ©)

R — Dichosurs Patwark Conbg rtty Direres Add Dences

Welcome to the HP System Health Apps Registration.

To anable one or more HP printers for HP Sysiem Health Apps, such as Device Health, you can choose ta:

@ Scan the subnet for eligible printers @ Uplead a CSV file of devices
@ Emter HP device info manually

Note: This procass will check for internet connectivity for only those HP printars compatible with HP System

Health Apps.

4. Read and agree to the privacy and use terms to continue.

() HP System Health Apps Registration Utility

Welcome sclovere Metwoek Conbg Khuriity Dwrriced fuied Duvces:

Terms of Use and Privacy

Please check both boxes to indicate that you have read the Terms of Usa and Privacy

[B]l have read and acknowledge the HP Temms ofUse [ B]l have read and acknowledge the HP Privacy
Swaemant

Tiurns af Lise Prvacy Stalamant
By registering your printer(syMFP{s) with HP, you will enable these devices to send device telemelry (e.g.,
error logs, warnings, toner levels) to HP, This information is used to simplifylaccelerate issue resolution in the

event of a problem. HF does not access the content of any printed fles. For more information an how your
printer/MFP device telemetry is used, please review the HF Privacy Statement.

{ Back Continue

5. Configure the network information.

e [f aproxy server isin use, type the Global EWS Password, Proxy Server, and Port information,
and then select Continue.

Enable System Health Apps using the registration utility
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6.

A

e If aproxy serveris notin use, select the check box This environment doesn't use a Global EWS
password, select Continue, and then click Yes to confirm.

@ HP System Health Apps Registration Utility p4

2 T @

Wlcorms

Devicel, Add Davices

Does your network environment require the use of a network proxy to access the
inernet?

HF Systemn Health Apps Registration connects eligible HF printers to HP's System Health Apps cloud-based
solutions such as Device Health, In order to make this connection, the devices must have access 1o the
inmmet. if your natworking environment requires a proxy, please enter the proxy details here. The proxy
seft ill be ied to the pri rt of th ietrafian nrneacs

ngs wi appli @ printes(s) as pa @ reg et
Global EWS Password Proxy Se

A pou s Foul netwerk do4d nol uie B prany ene?

Eﬁnmmlmﬂ use a ghobal EWS passwond E ey

Mote: HP System Heakh Apps Registration requires that your devices have an EWS password set. if you do not
have a global EWS password, you will be presented with the option 1o et one on a device-by-device basis later

: EaCk

Select a printer identification method.
e To scan for and detect multiple printers automatically, select Detect.

e Toupload a.csv file with a list of multiple printers, download the .csv template, populate and
save the template, and then select Upload.

e To type device information manually for one or more printers, select Enter Manually.

@ HP System Health Apps Registration Utility

Welcome Drscisre Hetwork Conlg enily Devces #Add Devces

Choose one of the following options to identify your printers:

©® @ @

Scan tha subnat for eligible printers Upload a C5V file of devices Enter HP devica info manually

¢ Back

Type any manual or requested device information. For example, after selecting Enter Manually, you
will need to type either the IP address or Hostname and Admin EWS Password information, and
then click Add Device for each printer you want to add to the list.
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When all devices are listed, select the checkboxes next to each device you want to register, and
then select Register Selected Devices.

@ HP System Health Apps Registration Utility X

© © o © e N

Walc o Drschodire Natwork Conkg Saritty Dovices Add Davices

Enter your HP device information

1Pl | IPvE address Desice | Hosiname (T) Admn (EWS) Password

= o
Ped | P Mecdemin (EYW5]}

Bl Select Davicn [ Hostase Fas Privtess model St Descrgion

s [8] -

{ Back Register Selected Devices

The selected printer(s) is registered with HP Web Services and the HP cloud, and is ready to use the
System Health Apps.

Enable System Health Apps during printer set up

Learn how to enable System Health Apps during the initial printer setup (out of the box).

B NOTE: IT administrator and/or service technicians setting up a printer for a customer should obtain
consent from the customer or an IT administrator before enabling System Health Apps, including
permissions to connect the printer to the internet and any agreements that enable HP to provide
System Health Apps services.

1.

Set the Language, Location, and Date/Time settings.

Initial Setup
 Language Date
English 5 2009
+ Location Time
Usited Stafes
S o @
+ Date[Time Format
MMM DD, YVYY 12 hours (AM/PM) Time Zont
B Date/Time (GMT-T00) Deaver >
Dec 05, 2019 500 PM
Adjust for Daylight Savings
Other Features
0 eaabled

Enable System Health Apps during printer set up
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2. Make sure an internet connection is available, select the Yes option, and select Next.

Imftial Setup
" Language This dewice 15 about to chedk for internel connedtivity.
Englsh I available, services thal improve user experisnde
can be enabled. Progeed with connectivity check?
« Locatien be enab e € ivity
United States

@ Yes (Recommended)

+ Date/Time Format No

MMM DD, YYYY 12 hours (AM/PM)
+ Date/Time
Dec 05, 2019 5:00 PM

B Other Features

0 erabled

3. Wait for the network connection to be verified (up to 10-20 seconds) and select OK to continue to
the next step.

Er NOTE: If anetwork connection is not available, or a Network connection not available message is

received on the printer control panel, try again to enable System Health Apps using the printer
control panel when a network connection is available.

4.  After reviewing the HP System Health Apps statements, select the Yes option and select Next.

| Initist Setup
+ Language \nms;ﬂmmum
English Yes (Recommended)
+ Location I have read and agree to the infermation and
United States documents below.
 Date/Time Format Lo
MMM DO, YYYY 12 hours LAM/PM
AL System Health Apps Statement
+ Date/Time

tically coliect and analyze

Dec 05, 2019 5:00 PM mation about your device and its
problams quickly an
P Other Features problams quickly and

0 #nabled MpIEVE your O ef SUpport Experience

5. Select Yes to enable the AutoSend setting and select Next.

Bf NOTE: The AutoSend setting allows HP to detect and correct platform related issues.

8 Chapter 2 Set up System Health Apps and Device Health



Initisl Setup

+ Langusge Enable AutaSend
English Yas

+ Location to
United States

% K Enabl AutoSend will allow HP b i thcall
MMM DO, YYYY 12 hours (AM/PM) st hede ol fitocaiaiins ot d

callect aad analyze product data, product usage

~ Date/Time dats, application duts, performance, and any 8pps
Dec 05, 2013 5:00 PM used to fachlitate product operation. This data b

» Other Features collected for the purposes of customer experience,
1 enabled product support and Improvement, administrative

communications, business operations, reseasch and
innovation, and advertising (with your permission).

Seredling s HP might also analyze this data from you, other HP
needed to 1ee

customers, of thind parthes in coETRRTRRTRE
ather personal data colledted MEE=LEH TS IR

the HP Privacy Statement an option s
selected.

1 OXE

6. Select Yes to Enable Print from USB drive setting and select Next.

the full
Slatemant

Initial Setup
+ Language Enabile Print from USE Drive
English Yes
+ Location
o
United States
= i i E;;t;:..'!:me-w e[r:tn::: El':;:blttn: Print from
MMM DO, YVYY 12 hours (AM/PH) R IWCEIRO T TR Com port
+ Date/Time
Dec 05, 2013 500 PM

P Other Features
2 enabled

Het” button ks
enabled when an
option Is selected

7. Wait for the System Health Apps to be enabled (might take up to 60 seconds).

(" Enabling System Health Apps

Please wall_

System Health Apps is enabled.

Enable System Health Apps during printer set up 9



Initial Setup

' Language
Enalish
Englis

« Location

United States

To 5ot up Fao or Ernall
Language
Location

« Date/Time Format

MMM DD, YYYY 12 hours (AM/PM)

Date/Time Farmat

 DatefTime Diate/Tima
(Eystem Heoith Apps
AutoSend

i i_mmfutur!s Print from USE Drive  Enabled

3 enabled

8. Make sure that the AutoSend and Print from USB Drive settings on the Initial Setup screen align
with the preferences of the customer or IT administrator.

Activate System Health Apps using the EWS

To activate the System Health Apps remotely, use the Embedded Web Server (EWS) to access the
remote control panel.

B NOTE: You will need the administrator password and IP address or hostname to perform these steps.
To obtain the IP address, touch the Information icon  on the printer control panel, and then touch the
Etherneticon &.

1. Open aweb browser, type the IP address or host name of the printer, and then press Enter to open
the EWS.

2. If the web browser displays a message indicating that accessing the website might not be safe,
select the option to continue to the website.

B NOTE: Accessing this website will not harm the computer. This message is received if the printer
enforces HTTPS.

Click the Sign In button and type the administrator password.
Click the Information tab.

In the left navigation pane, select Remote Control-Panel.

o o & o

Select the preferred remote control-panel option to remotely operate the printer.

7 NOTE: When the Requesting access prompt displays on the control panel, the user can deny
access to the remote user. This prevents a remote administrator from interrupting a local user’s
work inadvertently. If this happens, wait until the control panel is no longer in use.

10 Chapter 2 Set up System Health Apps and Device Health



@ HP Color Laserlet o :
Seith by Keywonl ik Hli

Information | Gemeral  Copy/Primt  Scan/Digital Send
Scatus Remote Control-Panel -

Launch » Remate (ostrol-Pasel Sesvisa

U chis beartune 1o interact remuoriely with the product Control-Panel

o8 L 0 The produl mell B i ETUON

Linanch Private Remote (ot of-Paned

Iaces comirad panel Lontenl on the product depliy,

Ly i Sormmany
._tm-.e:l Caatrel-Fanel

[ moptans Summare | Seep rer Suppies | Peoasct Soppont
& Comwricht 2078-2025 MF Deveiammt (omoam LP.

e Click Launch Remote Control-Panel to launch a remote control-panel where the active control
panel session is still visible at the printer. In this case, the password will not be visible, however,

key presses will be visible at the printer.

e Click Launch Private Remote Control-Panel to launch a remote control-panel where the remote
session is hidden on the printer's display. The person at the printer will only see a black screen
with a message that the device is being controlled by an administrator.

7.  Follow the steps provided in section Activate System Health Apps using the control panel on page
11.

Activate System Health Apps using the control panel

Learn how to activate System Health Apps using the control panel on printers running HP FutureSmart
firmware version 5.8 and newer.

This will enable System Health Apps the Device Health and HP Print Quality Diagnostics apps.

B NOTE: Depending on the network environment, setting up System Health Apps via the printer control
panel may take between one to two and half minutes.

1. From the Home screen on the printer control panel, scroll to and select System Health Apps.

€D Reset Signin () @ 10:23aM

I
.*_ </
/AN
Settings Support Tools Job Log
Accessibility System Health Apps 10n Device Senvices

Bl oo |

Activate System Health Apps using the control panel 1



A Not registered with HP Cloud Services message will display.

¢ NOTE: If the Unable to reach HP Cloud Services message displays, it means the printer's proxy
settings are not configured for internet access. To resolve this issue, configure the proxy settings
on the printer for internet connectivity.

2. Select the Register button.

"3 System Health Apps

& Not Registered with HP Cloud Services

with HP Cloud Services. To enable HP Web Services, select “Register™ and sign in with the device
adminisirator credentials

To use System Health Apps, HP Web Services must be enabled, and the device must be registered ‘

The Enable HP Web Services screen displays.

3. Review the System Health policy and agreements, select the check box next to | have read and
agree to the above documents, and then select Register.

Enable HP Web Services
Pliase view thi 1ollowing policy Bnd agreements. This Application requires the use of HP Web Services
| governed by the HP Connected Terms of Use. Limited, non-personal data will be collected to support this |
| functianalisy. |
|

HP Connected End User License Agreement

| HP Privacy Policy

|
1
1
|
i |
] Inave read and agree to the above documents. |
|

Cancel ‘

Device Health and HP Print Quality Diagnostics apps are visible under System Health Apps.

Chapter 2 Set up System Health Apps and Device Health



{a System Health Apps

= B

Device Health HP Print Quality
Diagnostics

Unhide the HP System Health Apps

For printers that upgraded the firmware from a version earlier than HP FutureSmart 4.11, the System
Health Apps is hidden from the control panel by default.

To enable the System Health Apps on these printers, follow these steps.
1. Openthe HP Embedded Web Server (EWS).

a. Openaweb browser and, in the address bar, type the IP address or host name and then press
Enter.

@ 1234567890

b. If prompted that the connection is not private or that accessing the website might not be safe,
select the option to continue or proceed to the website. Accessing this website will not harm
the computer.

2. Loginusing the Administrator password.
3. Select the General tab.
4. Inthe left pane, select the Home Screen Customization option.

The active apps are displayed under the Home Screen in the left pane and the hidden apps are
displayed in the right pane.

Unhide the HP System Health Apps 13



Ariange The e o (e Heme SOREEN By Moy T {on bn thet SCroem tattow. Das ind deop the e 10 & ew Gt o Dhe LAt page of 163 JFTerent page,
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5.  Select the System Health Apps icon from the Hidden Items section and then use a drag-and-drop
motion to move it to the Home Screen pane.

W S0 S0 AT AT

A TR 15 ETEE (o T RO SRR By ISirving I1od dciatd 0 D0t GTOETTS ko, DX 040 010 T RS 1003 Saw MCATHON 0 ThE STk bt O 14 001088 pge.
Teeade dciders o shene similar fems. Drag apps and Quick 5415 iio Tolders. o remove Kems from (e Homse 500en, Giag them i the Hisden Rems™ sorren.

6. Save your changes.

7.  Enable System Health Apps. See the section Enable via the printer control panel.
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3 Use Device Health

Learn how to use the Device Health app to collect printer information for troubleshooting.

Use Device Health to collect printer information

After setting up System Health Apps, customers can use Device Health to collect printer data for HP
support agents to help troubleshoot printer issues.

To collect printer information, using Device Health, follow these steps:

By NOTE: If System Health Apps was enabled at printer set up, the Device Health data collection will take
place on a periodic basis when the printer is connected to the internet. In this case, the support agent
will have the data available, and it is not required to perform the steps below.

1. From the Home screen of the printer control panel, scroll to and select System Health Apps.

() Reset Signin (D @ 10:23aM

Support Tools JoblLog HP Command Center

G0 i ] Jf <

Accessibility Systern Health Apps 0n Device Services

Bl oo |

Use Device Health
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Select the Device Health app.

A System Health Apps

= B
Device Health HP Print Quality
Diagnostics

Wait for Device Health to prepare for and collect data.

Figure 3-1 Enabling Device Health: Step 1

{s] Device Health

Getting Ready

Getting ready to gather basic device health data...
u
]

Figure 3-2 Enabling Device Health: Step 2

{s} Device Health

Basic Device Health Data

| Gathering basic device health data
This should be quick...

| Model Hame: & Collecting...
‘Serial Number: L ip
Firmware Revision: & Collecting...

Chapter 3 Use Device Health



Figure 3-3 Enabling Device Health: Step 3

‘[;] Device Health

Getting Ready

Getting ready to gather detailed device heaith data...
n
| ]

Figure 3-4 Enabling Device Health: Step 4

{s] Device Health

Detailed Device Health Data

Gathering detailed device health data
This may take a minute of 30...

Detailed Data: "™ Collecting...

4,  Wait for the process to complete and the message The device health data is now available to
customer support to display.

{a} Device Health

We're done!
The device health data is now available to customer support.

Device Health is enabled on the printer and the app is visible on the control panel.

Use Device Health to collect printer information 17



4  Use HP Print Quality Diagnostics
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Learn how to use the HP Print Quality Diagnostics app.

Use the HP Print Quality Diagnostics app

To diagnose and troubleshoot print quality issues on an HP Enterprise MFP using the HP Print Quality
Diagnostics app, follow these steps.

1. Remove any printed pages from the Automatic Document Feeder (ADF) and output trays.
2. Select System Health Apps to open the menu.

3. Select the HP Print Quality Diagnostics app to open the wizard.

fa} System Health Apps

= B

Device Health HP Print Quality
Diagnostics

4.  Select Begin to start the diagnostics.

5. Printthe test pages.

Chapter 4 Use HP Print Quality Diagnostics



a. Select Print.

Q‘ HP Print Quality Diagnostics

Dlagaantic Test Previes

T continue, touch Prist .
Papet bo Print: 2

Page Thismbaily
[Temch fex Litger v

=

b. Remove the test pages from the output tray.

6. Scan the test pages to the cloud.

Page Pieview

Print

~

a. Load and orient the pages into the ADF facing upward. Use the demonstration on the control

panel as a guide.

¢ NOTE: Only the test pages will be accepted. If any pages are scanned that are not diagnostic
pages, all of the pages will be rejected, and you will have to start over. If these happens,
remove any non-diagnostic pages, and then try again to scan the test pages. After scanning
and diagnostic use, all pages are permanently deleted from the cloud for security purposes.

b.  Adjust the page guides to fit the loaded pages.

c. Select Scan and wait for the scanned pages to be securely uploaded to the cloud.

Q HP Print Quality Diagnostics

Losd Dorument Feeder

Load the test pages bnto the document feeder 2 vhown.

Toch fc.an B dontiene,

Pageitoload 2

1

Use the HP Print Quality Diagnostics app 19



When a QR code is presented, the process is complete, and your service provider will receive the
results.

Q HP Print Quality Diagnostics

Analysis Complete

The analysiv of the dagnouia pages has bee i ompleted

Serviee proidens G vicw The 165t of Bhe dagnentivs by queryien D devioe's Prink Gualay
Dperation Radd L on and il rring by B loghd srnded i the aglinrd OH £ ode,
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5 Frequently Asked Questions

Learn about the HP System Health Apps and Device Health.

FAQs

Use the FAQs below to find answers about how System Health Apps help in resolving and
troubleshooting printer issues.

What is System Health Apps?

System Health Apps is an icon on the control panel that, when initiated, guides an IT Print Manager
through the process of connecting a printer to HP Web Services. After connecting, it allows the selection
of additional apps that enable faster and more accurate resolution of printer issues. The System Health
Apps icon can be hidden from the control panel by an IT Print Manager.

What is required to connect?

Internet connectivity is required. Depending upon the complexity of the network, this process may
require a password or administrative privileges. This process can be executed from the control panel,
from a remote-control panel, using the batch registration utility (recommended), or at printer set up.

What is Device Health?

Device Health is a cloud-provisioned application that accelerates resolution of printer issues by
securely sending device telemetry (such as event logs and consumable levels) to HP.

Who benefits from enabling Device Health and System Health Apps?

Enabling System Health Apps connects the printer to HP Web Services and allows for apps such as
Device Health to improve the print IT manager and end user experience by:

e Resolving some issues automatically.
e Enabling call center agents to remotely resolve some issues over the phone.

e Enabling HP to diagnose the root cause before sending a service technician on-site so that the
printer’s issue can be resolved with the right part(s) on the first visit.

How can | activate HP Device Health and System Health Apps?
HP Device Health and System Health Apps can be activated in multiple ways:

e During the initial installation, or

Frequently Asked Questions 21
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e Afterinstallation from the control panel or the Embedded Web Server (EWS), or
e Using the batch registration utility (for multiple devices at one time)

What features are available under System Health Apps

The Device Health and HP Print Quality Diagnostics apps are available.

How long does it take an IT print manager to enable Device Health and System Health
Apps?

When done at the device, the process takes approximately two minutes. When enabled, no additional
effort is required. When using the batch registration utility (downloadable from HP), multiple devices can
be registered automatically.

Do end users interact with the apps?

End users will not have visibility and are not expected to interact unless they are also responsible for the
printer’s support.

If | enable System Health Apps, can they be hidden from end users?

Yes. Controlling which icons display to end users is simple, and core to the functionality of devices with
HP FutureSmart firmware.

What kind of data is transmitted back to HP?

Telemetry data specific to the health of the device. This includes Event logs, firmware version, ink or
toner metrics, device configuration - data that, in the event of a problem, will help diagnose anissue
remotely and allow for either a remote fix or an on-site repair that resolves the issue quickly.

How is my device data protected?

HP is committed to the privacy and security of our customers and adheres strictly to the various privacy
and security standards such as GDPR and CCPA. Our privacy statement is available at set up and can
also be accessed here.

For more information, see the HP System Health Apps & Device Health- Security White Paper.

Which specific printers offer these capabilities?

These capabilities can be enabled on any HP FutureSmart printer with HP FutureSmart firmware version
4.8 or newer by using the batch registration utility. That utility overcomes the deployment limitations
detailed below.

If the batch registration utility is not used, these capabilities are only available on printers that meet the
following three criteria:

e Have HP FutureSmart firmware version 411 or newer, and

e Have acontrol panel that is 4.3 inches or larger, and

e Have not been pre-configured as a managed/contractual device.
Are there additional HP Web Services beyond Device Health?

Device Health is the first cloud delivered web service targeted at helping improve the end user and IT
Print Manager experience by automating issue resolution or accelerating time to issue resolution.

Chapter 5 Frequently Asked Questions
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Can | disable System Health Apps?

Yes. Disabling this functionality can be done via embedded web server, or by using one of the many
printer-management solutions available for HP printers.

Are Device Health & System Health Apps supported for printers that connect
wirelessly?

No. Device Health and System Health Apps may function with a wireless printer connection but that
is not the design intent. For security reasons most enterprise class printers are connected to the
enterprise’s intranet via a wired connection. HP will not support Device Health or System Health Apps
related connectivity problems encountered with wireless environments.

Do Device Health or System Health Apps cost anything?

No.
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