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ENCRYPTION REFERENCE GUIDE  

Poly UC Software 
The following table presents product capabilities which are supported, but not necessarily required. 
Requirements will vary based on your environment. 

 

Application Encryption Function  Description Supported Protocols 

SIP Signaling 
Channel (Client 
and Server) 

Authentication 
Confidentiality 
Integrity 

Carries SIP call signaling 
information between product and 
a SIP Proxy/Registrar Server 

TLS 1.2 

Exchange 
Calendaring Client 

Authentication 
Confidentiality 
Integrity 

Provides meeting invites for 
scheduled conferences when 
product is integrated with 
Microsoft Exchange Server 

SSL 3.0 
TLS 1.2 

LDAP Directory 
Client 

Authentication 
Confidentiality 
Integrity 

Provides enterprise directory 
information allowing product to 
add participants to conferences 
by name from an enterprise 
directory server. 

SSL 3.0 
TLS 1.2 

802.1X Supplicant Authentication 
Confidentiality 
Integrity 

Allows product to authenticate to 
a Layer 2 switch that is using 
802.1X for authentication 

TLS 1.2 

H.320 Media 
Encryption 

Confidentiality End to end media 
communications  

H.221/H.233/ 
H.234 

SNMP Agent Confidentiality 
Integrity 

SNMP remote management 
interface to allow product to be 
integrated with SNMP console 
applications 

SNMPv3 
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GETTING HELP 
For more information about installing, configuring, and 
administering Poly products or services, go to Poly Support. 
 

Plantronics, Inc. (Poly – formerly Plantronics and Polycom) 
345 Encinal Street 
Santa Cruz, California
95060 
 

© 2024 Plantronics, Inc. All rights reserved. Poly, the 
propeller design, and the Poly logo are trademarks of 
Plantronics, Inc. All other trademarks are the property of 
their respective owners. 
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