Technical white paper

OneDrive and SharePoint®

Support in HP FutureSmart 5.8
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Microsoft OneDrive and SharePoint® requirements

Microsoft OneDrive and SharePoint® require an HP supported device (see the Supported printers section
in this document) that is running HP FutureSmart firmware version 5.8 or newer.

Microsoft OneDrive and SharePoint® application requirements

The following prerequisites are required to enable Microsoft OneDrive and SharePoint® for HP
FutureSmart firmware.

HP FutureSmart 5.8 firmware uses an Enterprise Application named HP Enterprise application for
OneDrive and SharePoint in Microsoft Entra ID to integrate with Microsoft OneDrive and SharePoint®.
This application uses OpenlID Connect and OAuth and will be added to Entra ID during the initial scan from
the organization’s first configured device.

For the application to function, tenant-wide administrator consent to the permissions requested by the
application is required, or users must be able to grant consent. This can be completed during the initial
scan process or directly in Entra ID (Enterprise Applications - HP Enterprise application for OneDrive and
SharePoint - Permissions).

Once the HP Enterprise application for OneDrive and SharePoint application has been added to Entra ID
and administrator or user consent has been granted, then the setup of subsequent devices requires no
additional configuration and consent. Users require appropriate licensing and permissions to scan to
Microsoft OneDrive and SharePoint®.

Microsoft Entra ID requirements
The following permissions are required in Microsoft Entra ID.

HP recommends that the user performing the setup of the initial device has the Global Administrator role
in Entra ID, as well as OneDrive and SharePoint® licensing and permissions for testing.

Users must have access to OneDrive and SharePoint® services. For organizations with strict separation
of duties in Entra ID, multiple users may be required to compete the setup. For reference, the possible
roles required are as follows:
¢ Adding the HP Enterprise application for OneDrive and SharePoint®:
o Application Administrator, Cloud Application Administrator or Global Administrator

¢ Granting admin consent:
o Privileged Role Administrator or Global Administrator

Specific required Enterprise Application Permissions for the HP Enterprise application for OneDrive and
SharePoint are listed in the table below.

APl name Claim value Permission

Microsoft Graph User.Read Signin and read user profile

Microsoft Graph openid Signusersin

Microsoft Graph profile View users' basic profile

Microsoft Graph Files.ReadWrite.All Have full access to all files user can access




Microsoft endpoints

For Microsoft 365 endpoint requirements, see the Microsoft documentation regarding endpoints at
Microsoft 365 endpoints. These endpoints must be accessible from the device.

For device configuration, the endpoint options are outlined in the table below.

Endpoint options Best for

Microsoft Graph global service Best for organizations operating globally (worldwide
and GCC)

Microsoft Graph for US Government L4 Best for US Government organizations (GCC High)

Microsoft Graph for US Government L5 (DOD) Best for US Government organizations (DoD)

Microsoft Graph - Custom URL Best for customer-specific Entra ID and Graph endpoint
configuration

Account types

Supported Account Types for the Scan to OneDrive feature include options for flexible access
(Common), personal use (Consumers), professional or educational use (Organizations), and restricted
access to specific tenant IDs or domains for enhanced security or department-specific control.

¢ Common: Allow Microsoft accounts and work or school accounts

This option is suitable for environments where both personal Microsoft accounts and
organizational accounts are in use. For example, a small business or educational institution where
users might use personal devices alongside organization-issued ones.

¢ Consumers: Allow only Microsoft accounts

This setting is ideal for personal or family use, where all users have personal Microsoft accounts.
This setting ensures that only personal accounts are used.

¢ Organizations: Allow only work or school accounts

Use this setting in professional or educational environments where users only access work or
school OneDrive accounts. This setting ensures that documents scanned are stored ina
controlled, organizational environment, which is crucial for maintaining data security and
compliance.

¢ Specific tenant ID: Allow only the specified tenant ID or domadin name

This is the most restrictive option, best for high-security environments or specific departmental
use within a larger organization. This setting allows only users from a specific domain or tenant ID
to use the Scan to OneDrive feature, providing tight control over who can scan and where those
scans are stored.

For SharePoint®, the options for access include professional or educational use (Organizations), and
restricted access to specific tenant IDs or domains for enhanced security or department-specific
control.

¢ Organizations: Allow only work or school accounts

Use this setting in professional or educational environments where users only access work or
school SharePoint® accounts. This setting ensures that documents scanned are stored ina


https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-endpoints?view=o365-worldwide

controlled, organizational environment, which is crucial for maintaining data security and
compliance.

Specific tenant ID: Allow only the specified tenant ID or domain name

This is the most restrictive option, best for high-security environments or specific departmental
use within a larger organization. This setting allows only users from a specific domain or tenant ID
to use the Scan to SharePoint® feature, providing tight control over who can scan and where those
scans are stored.

Service access and certificates

The required service endpoints must be accessible from the device. Additionally, Certificate Authority
certificates for the service endpoints may need to be installed on the device.

For details, see the Configure Scan to OneDrive on the HP printer and Configure Scan to SharePoint® on
the HP printer sections in this document. Troubleshooting includes additional information to assist with
identifying required certificates.

Login options

Microsoft Azure allows organizations to set up a variety of login and authentication policies which are
configurable by administrators within Azure. Commonly used methods supported by the HP Enterprise
application for OneDrive and SharePoint are below. Organizations may combine these methods.

Password-based login: Users sign in with their email, phone number, or Skype ID along with a
personal password.

Certificate-based login: Some organizations require logins using personal certificates for
enhanced security. These certificates must be pre-installed on the users’ devices or tokens.

Other multi-factor authentication (MFA): These include authentication apps and other MFA
approaches.

For certificate-based login, select “Use a certificate or smart card” when presented with the option as in
the prompt below.

]

Enter password

To use MFA with an app such as Duo Mobile, proceed through the prompts as with any other client.
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Configure Scan to OneDrive on the HP printer

To configure Scan to OneDrive on the HP printer, follow these steps:
1. Inasupported browser, open the printer's EWS using the printer’'s host name or IP address.

2. On the top navigation bar, click the Scan/Digital Send tab, and then click Scan to OneDrive Settings
in the left pane.
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3. Select the check box next to Enable Scan to OneDrive.

ﬂ Enable Scan to OneDrive



4. Click the Add... button to create the Quick Set.

Quick Sets List

Quick Sets are pre-configured sets of options that allow users to easily start a job without having to manually configure frequently used job settings. A Quick Set can be
accessed from the Home screen or from the app associated with the Quick Set. Quick Sets are saved as unique jobs that do not impact the default options of the apps.

Click Add to create a Quick Ser*

Quick Sets that are displayed on the control panel can only be moved using the| Control Panel Customization |page.

[
icroseft and Microsoft OneDrive are frademarks of the Micrasoft group of companies

5. In the Quick Set Name field, enter a name for the quick set, and in the Quick Set Description field,
enter a description (if desired). Under Quick Set Start Option, select one of the radio buttons, and
then click Next.

Information General  Copy/Print  Scan/DigitalSend  Fax  Supplies Troubleshooting Security  HP Web Services Networking

Quick Sets Setup

Set the Quick Set name, description, and options for user interaction at the control panel.

Quick Set Hame*

Scan to Personal OneDrive

+| ScantoUSB Drive Settin Quick Set Description:
Scan to Personal OneDrive » Files Ca

Quick Set Start Option:
(® Enter application, then user presses Start

Start instantly when selected from the Home Screen

6. Configure the OneDrive Settings (which are required), including the optional Custom Subfolder for
scan files. The Authentication Settings field will automatically be set to “Sign in with Microsoft.”
Click Next to continue configuration or click Finish to configure defaults.
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Quick Sets Setup

OneDrive Settings

A Scanto OneDrive Quick Set allows a scan to be sent to a OneDrive location.

‘Stan to OneDrive Settings Custom Subfolder:

Files.

It no Custom Sublolder ks specified, scans
will be saved to the OneDrive home folder
[My fites).

+| Scan to USB Drive Setting:

Authentication Settings:

Owerwrite existing files
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7. Under Conditions on Which to Notify, click the drop-down list and select the desired option, and
then click Next.

Information  General Scan/DigitalSend  Fax  Suppl Troubleshooting  Security ~ HP Web Services  Networking
- Quick Sets Setup
+ Notification
. Condition on Which to Notify
Scan rePoint® Settings [Do ot notity | s I
Scan to OneDrive Settings
+| Scan to USB Drive i Prompt user prior to job start

Note: The email address associated with a user's account is used for job notification when a user s in, the user must enter an email

address before notification is sent. The product must also be set up to use an SMTP server for sen

at the product. If not sign
email jobs.
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8. Select the desired Scan Settings, and then click Next.

Information General

Troubleshooting

HP Web Se

Security

Networking

Sean to Email Setting:
Default Job Options
Quick Sets

+ 5

wark Folder

Scan to

harePoint® Settings

Scan to OneDrive Settings

+| Scan to USE Dr ings

Digital Sending Software Setup

Quick Sets Setup

Scan Settings
Original Size
[Any size [~]

Original Sides
1-siged ~

Optimize Text/Picture
Mixed ~

Background Cleanup
3 - (Normal} ~

Image Preview
Make optional ~

Automatically Straighten

Whenenabled, pages that are skew
scanning witl automatically be straighten

Erase Edges

Specity width of edge margins to be erased.

Scan Mode

Standara document w
Content Orientation

Portrait ~
Darkness

5 - (Normal) ~
Cropping Options.

Do not crop w

9. Select the desired File Settings, and then click Next.

Information General

Fax  Supplies

Troubleshooting

Sharpness

3 -(Normal) ~
Contrast

5 - (Normal) ~
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Security

HP Web 5e

Networking

Secan to Er

Default Job
Quick Sets
+ 5C ) Network Folder

5Sean
Scan to OneDrive Settings

rePoint® Settings

Folder Quick S zands

Digital Sending Software 5

Copy/Print

Quick Sets Setup

File Settings

Fila Mame Prafix:

Mot user editable

File Name Preview:
Document_240702_230135.pat

File Numbering Format:

XY ~
Usedwhen the job is divided into multiple
Tiles

Resolution
200dpi -

¥ High Compression (smalier file)
Resolution must be set to 300 dpi.

Color/Black
Automatically detect color of black

Create Multiple Files

Scan pages into sepasate files based on a
specified number of pages.

File Name *
Document
Usar edi

Add numbering when job has just ane
file (ex. _1-1)

Quality and File Size
Medium (default) ~

POF Encryption
User will be prompted to enter a password

toel

the

pt the POF when sending or saving

Suppress Blank Pages

Blank pages within the original document
are not saved.

File Name Suffix:
_%DEVICE_DATE_YYMMDD%_%DEVICI +

Update Preview

File Type
PDF ~

2 user egitante




10. Review the Summary and then click Finish to complete the Quick Sets Setup. To return to the
configuration, click Previous. To exit the Quick Sets Setup without saving the Quick Set, click

Cancel.

Information General

5can to SharePoint® Settings
Scan to OneDrive Settings

+| Scan to USB Drive Settings

Copy/Print  Scan/Digital Send Fax  Supplies Troubleshooting Security  HP Web Services Networking

Quick Sets Setup

Summary

Review settings and click Finish to save the Quick Set. Select Previous to change settings.

=

Scan to Personal OneDrive
Scan to Personal OneDrive > Files

Scan to OneDrive is disabled. Enable at the Scan to OneDrive page.
& OneDrive Custom Subfolder: Files

Once the Quick Sets Setup is complete, the Scan to OneDrive Settings screen displays. On this
screen, the Quick Sets status displays a yellow triangle () indicating that the Scan to OneDrive
configuration is not complete. Continue to the next step to complete the Scan to OneDrive

configuration.

Informatesn General

Sein 10 OntOrive S4tTings

CopyfPrimt  Scan/Olgitsl Send Fax  Swpplies Troubbeshasting Secmrity  HP WebServices  Hetworiding

Scan to Dnellvive Settings =

0 THE I WS DR SEOUH ST

Gz ar by DerCn e v, Lrns 12 i Aot and wrer Lhamin Bizioacd1 Orselh bver, Thar iy il B paompled Ba sgriim ard the unen mand b appeapiite w it
TS SEVSE [Tt BHE0LCT LA et 13 OfeDier.

0 imabis Scam ve Duabirive
- B

ek ey g pee-roaliguasd sty ol optioes Thal slice wuers o rusly (e jof without fupving bo mumsally (oertigurne Sspquent iy wnd ol wetiingn. & Quich St can e
i oo st Mgerer Asens or Bee [ 400 aticeclatid with The Quick el. Quick Sets are siend o5 unkyen joirs 1l 0o fol impact e delaul] oplioss of M appe

[ ] DN L Wassa SEEiE ki Ll TypE
Homi Scieem
i s
S 16 Pl O hat i 15 DeeDi b

ca e i s

et G aph Ladpasats
PGP BN Gh TV b



11. In the Settings area on the Scan to OneDrive Settings screen, configure the following settings:

a. Under Microsoft Graph Endpoints, click the drop-down menu and choose the appropriate
Microsoft Graph option for the organization (refer to the table below for information about the
graph options). Then configure the custom URLs as required. For detailed information, please
refer to Microsoft’s official documentation.

Settings

Micrasoft Graph Endpoints

Micrasalt Graph global service e

Micrasoft Graph global service
Micrasoft Graph for US Government L4
Microsofl Graph for LS Government LS (DOD)

Micrasof Gragh - Custom URL

Graph options Best for
Microsoft Graph global service Best for organizations operating globally (worldwide
and GCC)

Microsoft Graph for US Government L4 | Best for US Government organizations (GCC High)

Microsoft Graph for US Government L5 | Best for US Government organizations (DoD)
(DOD)

Microsoft Graph - Custom URL Best for customer specific Entra ID and Graph
endpoint configuration

b. Under Supported Account Types, click the drop-down and select the appropriate account type
for the organization (refer to the bulleted list below for information on account types).

Settings
Microseft Graph Endpoints

Microsolt Graph global service LS

Supported Account Types

Comamon: Allow Microsolt accounts and work or Schiool accounts hed

Common; AR Microsoft accounts and work or sChool accounis
Consumers. Allow only Microsol accounts
Crganizations: Allw only work of sChodl accounts

Specific tenant 1D Allow only the specified lenant ID or domain name

¢ Common: Allow Microsoft accounts and work or school accounts

This option is suitable for environments where both personal Microsoft accounts and
organizational accounts are in use. For example, a small business or educational institution
where users might use personal devices alongside organization-issued ones.

¢ Consumers: Allow only Microsoft accounts

This setting is ideal for personal or family use, where all users have personal Microsoft
accounts. This setting ensures that only personal accounts are used.

10



¢ Organizations: Allow only work or school accounts

Use this setting in professional or educational environments where users only access work
or school OneDrive accounts. This setting ensures that documents scanned are stored ina
controlled, organizational environment, which is crucial for maintaining data security and
compliance.

¢ Specific tenant ID: Allow only the specified tenant ID or domain name

This is the most restrictive option, best for high-security environments or specific
departmental use within a larger organization. This setting allows only users from a specific
domain or tenant ID to use the Scan to OneDrive feature, providing tight control over who
can scan and where those scans are stored.

12. After selecting the Microsoft Graph Endpoints and Supported Account Types, click Apply. The
Quick Set Status changes to a green circle (@) to indicate that the application is enabled.

Information General  Copy/Print  Scan/DigitalSend  Fax  Supplies Troubleshooting Security  HP Web Services Networking

Scan to OneDrive Settings [ Heip

Contacts 5can to OneDrive allows users toscan documents and save them in Microsoft Onelrive, The user will be prompted to sign in and the user must have appropriate write
permissions before the proauct can save to OneDrive.

Scan to OneDrive Settings

Folder Quick Setup Wizards B Enabie Scan to OneDrive
Quick Sats List

Quick Sets are pre-confiqured sets of options that allow users to easily start a job without having to manually contigure frequently used job settings. A Quick Set can be
accessed from the Home screen of rom the app associated with the Quick Set. Quick Sets are saved as unique jobs that do not impact the default options of the apps.

| | Quick Set Mame Status  Quick Set Type
— HomeScreen
~  QuickSats
Scan to Personal OneDrive [v] Scan to OneDrive

Quick Sets that are displayed on the control panel can only be moved using the| Control Panel Customization |page
A
Microsat and Microsoft DneDrive are lrademarks of the Microsoft group of companies,
Settings

Microsaft Graph Endpoints
Microsoft Graph global service v

Supported Account Types
Commion: Allow Microsoft accounts and work of school accounts -~

13. To install any required CA certificates, follow these steps:

NOTE: For more information about CA certificates, see https://learn.microsoft.com/en-
us/azure/security/fundamentals/azure-ca-details?tabs=root-and-subordinate-cas-list.

a. On the top navigation bar, click the Security tab, and then click Certificate Management in the
left pane.

b. To upload any required Server CA Certificate, under CA Certificates, click Choose File, and
then select the certificate.

NOTE: The device supports .der, .cer, .pem, or .p7b files.

c. Once the certificate is uploaded, click Install to install it.

11
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Information General Security

HP Web Services Networking

Copy/Print

Scan/Digital Send Fax

Supplies Troubleshooting

Certificate Management

Certificates are used for data encryption and identification of the product on the network.

Identity Certificates

by a trusted Certificate Authority (CAL If trusted authentication is required, a new certificate signed by a CA must be installed.

Create New Self-Signed Certiticate

Help |

Certificates Certificate Validation

Aself-signed identity certificate ks Installed by default. Though it ensures data security through encryption, it is not accepted for authentication because it is not signed

Click the button below to create & new identity certificate signed by the product. This operation will overwrite the current self-signed certificate.

Create Certificate Signing Request

Click the button below to create a Certificate Signing Request [CSR) to be signed by a Certificate Authority (CA). The resulting signed certificate s installed using the

“Install gentity Certificate from CSR™ option.

Install identity Certificate

Install the certificate that is the result of a CA signing the CSR that was created above. This option is available only if there is 3 (SR pending.

(® Import Identity Certiticate with Private Key

@ This certificate cannot be Tully ected by the Trusted Platform Module (TPM). HP reco

FIPS5 140-3-valida
ate will use the TPM i

< When FIPS mode s enabl
gentity certificate, or

N
produ
Choase File

kes use of an embed
equiring the

Certificate Password

Choose File
ENTer te Same password that was used to
encrypt the private key.

Only .ph Tlles are accepted.

Mark private key as exportable

CA Certificates

s creating a CSR above, which can be fully protected by the TPM.

ead. The TPMis not FIPS 140-3 validated.

When this product connects securely to a server, for example, an SMTP or LDAP server, the CA certificate ks used to validate authenticity of the server so that data is not

exchanged with an imposter. To valioate server ksentity, install the certificate of the CA that issued the server certificate.

Choose File
Choase File

The accepted formats are “.der”, *.cer™, “.pem”, and".p

Installing an Intermediate CA certificate might limit the scope of authentication,

Scan a document to Microsoft OneDrive

To scan a document to Microsoft OneDrive using the HP printer, follow these steps:

NOTE: Images of both the smaller (4.3-inch) and larger (8-inch) control panel screens are shown in the
steps below. The 4.3-inch control panels require scrolling on the screen to view all the menuicons.

1. From the Home screen on the printer control panel, touch the Quick Sets icon, then touch the
appropriate Scan to OneDrive Quick Set. Alternatively, touch the Scanicon, touch Scan to
OneDrive, and then touch Select... under Quick Sets. Touch the appropriate Quick Set and then

touch, Load.

4.3-inch control panel screen

=),

Fax Quick Sets Scan to Personal
OneDrive
— o
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8-inch control panel screen

@ Reset  Signin @ " {2} O QuickSets

e Scan to Personal
= OneDrive
-
Reports.
— —

0 -

2. To configure scan options touch Options, or to preview the document and configure scan options,
touch Preview. (Selecting options and previewing are optional). When the document is loaded to
scan, touch Send.

4.3-inch control panel screen

*> Scan to OneDrive ® 2 Preparing job...

Load a Quick Set, then enter a file name. Verifying access. Please wait...
https:/fmi ft. i
Quick Sets ttps://microsoft.comfonedrive

Scan to Personal OneDrive  »

File Name
Document

(= e sen [
8-inch control panel screen

{2} O ScantoOneDrive

()

Load a Quick Set, then enter a file name.

Quick Sets

Scan to Personal OneDrive >

File Name [I ]
[untitled] i
Way.

OneDrive Location i = \-,,
OneDrive/My Files/Files o A

Touch to scan and preview.

Set options marked with the
triangle before scanning.

=

3. When prompted, sign in with the Microsoft user account and password, Microsoft app, enterprise
credentials, or enterprise app.

NOTE:
If a “Permissions requested “ message displays, touch Accept. With appropriate adminroles,
administrators can select Consent on behalf of your organization before touching Accept.

13



If a “Need admin approval” message displays indicating that the app needs permissions, consult
with the Azure admin to grant permissions for the Enterprise Application.

4.3-inch control panel screen

{a] Guest {a] Guest

B Microsoft
Sign In

Email, phone, or Skype

Mo account? Create one!

8-inch control panel screen
Guest
BE Microsoft
sign in
el phome. o1 Siype
o R

€L, Sgn-negtam

B= Microsoh

Permissions requested

WP Enterpeise application for DneDrive
() na sharepoint

e @
Thos app wondd e 1o

o S 0 el i Bl

retain the settings for the next job.

NOTE: To end the current user session and prevent new scan jobs, click Sign Out or Reset on the

Enter password
Forget password?
Use my Microsoft app
Cancel

B Microsoht

Enter password
Mo Pl Tomtitas Pipbiie e

Cancel Cancel

Cancel

B8 Micrasolt

Permissions requested
WP Enterprise application for Dnelrive
@ and SharePuint
W @
Thos app weonsd et
e e i atls
PR -

et o 8 o e i s

. v r——

e i, e s

control panel. Alternatively, the user session will end when the control panel inactivity timeout is

reached.

4. The app will verify access and scan to Microsoft OneDrive. Touch Clear or Retain to either clear or

14



4.3-inch control panel screen

@ C 1A

Verifying access. Please wait... Do you want to retain settings for the next job?
https://microsoft.comfonedrive

8-inch control panel screen

<

Do you want to retain settings for the next job?
Verifying access. Please wait..

https:/fmicrosoft.com/fonedrive

5. Confirm delivery of the scanned image file using the OneDrive account.

Configure Scan to SharePoint® on the HP printer

To configure Scan to SharePoint® on the HP printer, follow these steps:
1. Inasupported browser, open the printer's EWS using the printer’'s host name or IP address.

2. Ontop navigation bar, click the Scan/Digital Send tab, and then click Scan to SharePoint® Settings
in the left pane.

Information Grmrral CopyfPrimt  Scan/Digital Send  Fax Supplies  Troubleshowting Serarity HP Wb Services  Metworkdsg
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3. Select the check box next to Enable Scan to SharePoint®.

Enable Scan to SharePoint®

15



4. In the “Quick Sets List” areq, click the Add... button to create a Quick Set.

Quick Sets List

Quick Sets are pre-configured sets of options that allow users to easily start a job without having to manually confiqure frequently used job settings, A Quick Set can be
accessed rom the Home screen or from the app associated with the Quick Set. Quick Sets are saved as unigue jolss that do not impact the default options of the apps.

Click Add to create a Quick Set*
Quick Sets that are displayed on the control panel can only be moved using the| Control Panel Customization "_'la;-a

m Manage All Quick Sets

SharePaint® is a registered trademark of Microsoft Corporation in the United States andfor obher countries/regions,

5. In the Quick Set Name field, enter a name for the quick set, and in the Quick Set Description field,
enter a description (if desired). Under Quick Set Start Option, select one of the radio buttons, and
then click Next.

Information General  Copy/Print  Scan/Digital Send Fax  Supplies Troubleshooting Security  HP Web Services Networking

Quick Sets Setup

Set the Quick Set name, description, and options for user interaction at the control panel.

Quick Set Name *

Scan to SharePoint
Quick Set Description:
Sean to SharePoint A
v
Quick Set Start Option:

(® Enter application, then user presses Start

Start instantly when selected from the Home Screen

3 E3 B3

6. Click the Add... button to create a SharePoint® destination.
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Information General  Copy/Print  Scan/Digital Send Fax  Supplies Troubleshooting Security  HP Web Services Networking

Quick Sets Setup

SharePoint® Settings
AScan to SharePoint® Quick Set allows a scan to be sent to multiple SharePoint® paths.

Click Aad to create a destination

WVerity folder access prior to job start

When unchecked, users can save jabs more quickly but jobs may fail it the folder is unavailable

3 3 B2 B3

7. Inthe SharePoint® Path field, enter the path of the SharePoint®, and under Authentication Settings,
click the drop-down menu and select the appropriate setting. If desired, click the check box next to
Overwrite existing files (this is an optional setting). Click OK to save the settings.

Information General  Copy/Print  Scam/Digital Send Fax  Supplies Troubleshooting Security  HP Web Services Metworking

Quick Sets Setup

Add SharePoint® Path

In another Browser window, navigate 1o the destination on the SharePoint® site where INe JOCUMENts are 1o be Saved. Copy and paste the URL 1OM INe browser agoress bar
into the SharePoint® Path field below. The URL will be shortened after the Quick Set is saved.

SharePoint® Path:

[httplskd/SharePoint_Site/DocumentLibrary/Subfolders)

Overwrite existing files

Authentication Settings:
Sign n with Microsoft ~
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8. Select other SharePoint® settings as required, and then click Next to continue configuration, or click
Finish to configure defaults.

Information General  Copy/Print  Scan/Digital Send Fax  Supplies Troubleshooting Security  HP Web Services Networking

Quick Sets Setup

Network Folder SharePoint® Settings

AScan to SharePoint® Quick Set allows a scan to be sent to multiple SharePoint® paths.

M sharePoint® Path

nttps/f i ites/Tests3,

WVerity folder access prior to job start
When unchedked, users can save jobs more quickly but jobs may fall if the folder Is unavallable,

Scan to SharePoint® Settings
Scan ko OneDrive S

3 3 B2 B3

9. Under Conditions on Which to Notify, click the drop-down list and select the desired option, and
then click Next.

Information General  Copy/Print  Scam/Digital Send Fax  Supplies Troubleshooting Security  HP Web Services Metworking

Quick Sets Setup

Notification
Condition on Which to Notity
[ 0o not notity [~]

Prompt user prior to job start

Note: Thie email address associated with a user's account is used for job notification when a user
address before not

ns inat the product. If not skgned in, the user must enter an email
ion is sent. The product must also be set up to use an SMTP server for sending email jobs.

3 3 B2 B3
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10. Select the desired Scan Settings, and then click Next.

Information General Copy/Print Fax Supplies Troubleshooting Secu HP Web Services Networking

=| Scan to Email u"i(k Sets sewp
Default Job Dptions
Quick Sets
+ etwork Folder Scan Settings
= 2 Original Size
Scan to SharePoint® Settings [.ﬂmy Site | - I
Scan to OneDrive Set
+| 5can to USB Div Original Sides Scan Mode
1-sided ~ Standard document ~
. Optimize Text/Picture Content Orientation Sharpness
Digital Sending Software Mixed = Portrait T 3~ (Normal) =
Background Cleanup Darkness Contrast
3 - (Normal) ~ 5 - (Normal) ~ 5 - (Normal) ~
Image Preview Cropping Options
Make optional ~ Do ot crop ~
Automatically Straighten

When enabled, pages that are skewe
scanning will automatically be straighten

Erase Edges

Specily width of edge margins to be erased.

Previous m

Cancel

11. Select the desired File Settings, and then click Next.

nformation eneral 0 rin roubleshoo ecuri eb Services etworkin|
Infi t G | Copy/Print Troubleshoot Securit! HP Web 5 Networki
=| Scan to Email ngs Quick Sets Setup
Default Job Options
Quick Sets
+| 5 twork Folder File Settings
SRR File Name Prefix: File Name * File Name Suffix:
an to SharePoint? Settings
B + Document _%DEVICE_DATE_YYMMDD%_%DEVICI +
Scan to OneDrive Settings
gl ot Mot user editable I user editable
+] Scan to USB Drive Settings
File Name Praview:
Ermail and Scar Document_240703_074452.pat
Folder Quick 5 : = &
. File Numbering Format: File Type
Digital fing Software Setup XY = Add numbering when job has just ane POF =
Used when the job is divided into multiple fite(ex. _1-1) [ user editable
Tites
Resolution Quality and File Size
200 dpi ~ Medium (default) i
High Compression (smaller file) POF Encryption
Resolution must be set to 300 dpi. User will be prampled to enter a password
toencrypt the POF when sending or saving
Color/Black Meta Data File Format:
Automatically detect color of black Suppress Blank Pages None ~
Blank pages within the original cocument
are not saved.
Create Multiple Files

Scan pages into separate files based ona
specified n ' of pages.

Previous m Cancel
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12. Review the Summary and then click Finish to complete the Quick Sets Setup. To return to the
configuration, click Previous. To exit the Quick Sets Setup without saving the Quick Set, click
Cancel.

Information General  Copy/Print  Scan/Digital Send Fax  Supplies Troubleshooting Security  HP Web Services Networking

=] 5can to Email Settings Scan to SharePoint® Settings [ hetp

Scan to Network Folder
Scan to SharePoint Settings

Quick Sets List

Quick Sets are pre-configured sets of options that allow users to easily start a job without having to manually configure frequently used job settings. A Quick et canbe
accessed from the Home screen or from the app associated with the Quick Set. Quick Sets are saved as unique jobs that do not impact the default options of the apps.

| | Quick Set Name Status  Quick SetType
- Home Screen
~  Quick Sets
Scan to SharePoint Scan to SharePgint®

Quick Sets that are displayed on the control panel tan only be move: ing the| Control Panel Customization |page
ca
SharePgint® is a registered trademark of Microsoft Corporation in the United States and/or other countries/regions.
Settings

3 vatidate certificates for outgoing server connections

Microsott Graph Endpoints

Microsoft Graph global service -
Supported Account Types

(Organizations: Allow only work or school accounts ~

~

Once the Quick Sets Setup is complete, the Scan to SharePoint® Settings screen displays. On this
screen, the Quick Sets status displays a yellow triangle () indicating that Scan to SharePoint®
configuration is not complete. Continue to the next step to complete the Scan to SharePoint®
configuration.

13.In the Settings area on the Scan to SharePoint® Settings screen, configure the following settings:

a. Under Microsoft Graph Endpoints, click the drop-down menu and choose the appropriate
Microsoft Graph option for the organization (refer to the table below for information about the
graph options). Then configure the custom URLs as required. For detailed information, please
refer to Microsoft's official documentation.

Sertings

[ validare certificates for outgoing server connections

Microsoft Graph Endpoints
| Micrasolt Graph global service e

Microsoft Graph global service

Microsoft Graph for US Govemnment L4
Micresol Graph for US Govemmment LS (DOD)
Microsol Graph - Custom URL
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Graph options

Best for

Microsoft Graph global service

Best for organizations operating globally (worldwide
and GCC)

Microsoft Graph for US Government L4

Best for US Government organizations (GCC High)

Microsoft Graph for US Government L5
(DOD)

Best for US Government organizations (DoD)

Microsoft Graph - Custom URL

Best for customer specific Entra ID and Graph
endpoint configuration

b. Under Supported Account Types, click the drop-down and select the appropriate account type
for the organization (refer to the bulleted list below for information on account types).

Sottings

Ed Validate certificates for o utgoeing server connections

Microsoft Graph Endpaints
Microsoft Graph global service

Supported Account Types

|T?fl;|3 nizations: Aliow only work of SChool accounts

Crganzabions: Allow only work or School accounts

Specific lenant IDC Allow only the specifed tenant ID or domain name

¢ Organizations: Allow only work or school accounts
Use this setting in professional or educational environments where users only access work

or school SharePoint® accounts. This setting ensures that documents scanned are stored
in a controlled, organizational environment, which is crucial for maintaining data security

and compliance.

¢ Specific tenant ID: Allow only the specific tenant ID or domain name

This is the most restrictive option, best for high-security environments or specific
departmental use within a larger organization. This setting allows only users from a specific
domain or tenant ID to use the Scan to SharePoint® feature, providing tight control over who
can scan and where those scans are stored.

c. After selecting the Microsoft Graph Endpoints and Supported Account Types, click Apply. The

Quick Set Status changes to a green circle (@) to indicate that the application is enabled.
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Information General Copy/Print Scan/Digital Send Fax Supplies Troubleshooting Security HP Web Services Networking

| 5e2 ttings Scan to SharePoint® Settings [Heip |
Del
-
Qui
45 work Falder
Settings The op
Scan to SharePoint® Settings
Scan to OneDrive Settings
+] Sean to USB Drive Settings
N The Save to SharePoint® application allows users to save scanned documents to a Microsoft SharePoint® site, The document library must be created on the SharePoint®
site and the user must have the. i issions before scanned n be saved. User signin might also be required at the product.
2l I enavte scan to sharepoints
Dig|
‘ Quick Sets List
Quick Sets are pre-confiqured sets of options that allow users to easily start a job without having to manually configure frequently used job settings. A Quick Set can be
accessed from the Home screen of from the app associated with the Quick Set. Quick Sets are saved as unigue jobs that do not impact the default options of the apps.
| | Quick SetName Status  QuickSetType
- Home Streen
- Quick Sets
Scan to SharePoint (] 5can to SharePoint®
Quick Sets that are displayed on the control panel can only be moved using the| Control Panel Customization page.
m Manage Al Quick Sets
SharePoint® is a registered trademark of Microsoft Corporation in the United States and/or other countries/regions
Settings
Validate certificates for outgoing server connections
Microsatt Graph Endpoints
Microsoft Graph global service ~
v

14. To install any required CA certificates, follow these steps:

NOTE: For more information about CA certificates, see https://learn.microsoft.com/en-
us/azure/security/fundamentals/azure-ca-details?tabs=root-and-subordinate-cas-list.

a. On the top navigation bar, click the Security tab, and then click Certificate Management in the
left pane.

b. To upload any required Server CA Certificate, under CA Certificates, click Choose File and
then select the certificate. The device supports .der, .cer, .pem, or .p7b files.

c. Once the certificate is uploaded, click Install to install it.
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Information General Copy/Print Scan/Digital Send Fax Supplies Troubleshooting Security  HP Web Services Networking

Generalsecurty Certificate Management Help

Certificates Certificate Validation

Certificates are used for data encryption and identification of the product on the network.

Certiticate Management

Identity Certiticates

A self-signed identity certificate is instalied by default. Though it ensures data security through encryption, it is not accepted for authentication because it ks not signed
by a trusted Certificate Authority (CAL If trusted authentication is required, a new certificate signed by a (A must be installed.

Create Mew Self-Signed Certificate
Click the button below to create a new identity certiticate signed by the product. This operation will overwrite the current self-signed certificate,

Create Certificate Signing Request

Click the button below to create a Certificate Signing Request [(5R) to be signed by a Certificate Authority (CA). The resulting signed certificate is installed using the
“Install Identity Certificate from CSR™ option.

Create...

Install ldentity Cortificate

Install the certificate that is the result of 2 CA signing the CSR that was created above. This optionis

(@ Import identity Certificate with Private Key

Choose File Certificate Password

(Choose File

Only .pfx files are accepted.

Mark private key as expartable

CA Certificates

when this product connects securely to a server, for example, an SMTP or LOAP server, the CA certiticate ks used to validate authenticity of the server so that data is not
exchanged with an imposter. To validate server identity, install the certificate of the CA that issued the server certificate.

Choose File

The accepted forr

Instatiing an

Scan to a Microsoft Teams site

To scan to a Microsoft Teams Site, the document folder path URL should be like the following examples:

URL example 1: https://domain.sharepoint.com/teams/Test/Shared%20Documents/

URL example 2: https://domain.sharepoint.com/sites/Test/Shared%20Documents/General/

Scan a document to Microsoft SharePoint®

To scan to Microsoft SharePoint® using the HP printer, follow these steps:

NOTE: Images of both the smaller (4.3-inch) and larger (8-inch) control panel screens are shown in the
steps below. The 4.3-inch control panels require scrolling on the screen to view all the menuicons.

1. From the print device control panel Home screen, touch the Quick Sets icon, then touch the
appropriate Scan to SharePoint® Quick Set. Alternatively, touch the Scanicon, touch Scan to
SharePoint, and then touch Select... under Quick Sets. Touch the appropriate Quick Set, and then
touch Load.
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4.3-inch control panel screen

=)

Quick Sets Scan to SharePoint

e

8-inch control panel screen

@ Reset  Signin ( : {2} O QuickSets

Contacts

0 -

2. To configure scan options touch Options, or to preview the document and configure scan options,
touch Preview. (Selecting options and previewing are optional). When the document is loaded to
scan, touch Send.

4.3-inch control panel screen

*> Scan to SharePoint® @ E" Preparing job...
Load a Quick Set to specify a SharePaint® path, then enter a file Verifying access. Please wait...
name. https:// .sharepoint.com/sites/ Test532 /Shared
Quick Sets Documents/General /
Scan to SharePoint >
File Name

=] o]

8-inch control panel screen

{2} O ScantoSharePoint®

Load a Quick Set to specify a SharePoint™® path,
then enter a file name.

Quick Sets i
Scan to SharePoint > F—
File Name [I
[Untitted) (. |
H |~
SharePoint® Paths A %
hitps:ff _sharepoint com/sites/ TestS

Touch n 1{ .
2/ Dot ! ouch to scan and preview.

Set options marked with the
triangle before scanning.
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3. When prompted, sign in with the Microsoft user account and password, Microsoft app, enterprise
credentials, or enterprise app.

NOTE:
If a “Permissions requested “ message displays, touch Accept. With appropriate adminroles,
administrators can select Consent on behalf of your organization before touching Accept.

If a “Need admin approval” message displays indicating that the app needs permissions, consult
with the Azure admin to grant permissions for the Enterprise Application.

4.3-inch control panel screen

{2 Guest A @ Guest
UMY F W Ay Wy a e
BS Microsoft sign-in page
Sign in
Email or phone _‘( m(cli

Can't access your account?

Q Guest

Login Service

Enter your  Account and Password
Account

Password:

8-inch control panel screen

Guest @ Guest
BE Microsott
Sign In B Microsolt
Emak o phaves Taking you to your
organization's sign-In page
e N =

€ Sga-hoptom

O T O T

Cancel Cancel

B Microsoht
Enter your Account and
Password
it Permisslons requested

WP Enterpeise application fas Onediive
G sna shwepsint
W @

This apg weonsel bt

[RT TR,

— [P ——
Pt v 80 i e g 1 3 1

ATTEMTION: Whan you are Eeished uaing all of your suthentcated

applications, pleass log out of Bis Tysiem and axit your bowsor 1 ensurn

agciicaions (such 54

uesees of ihis maching,




B2 Micrasoht

Permissions requested

et o 8 o e i s

Cancel

4. The app will verify access and scan to Microsoft SharePoint®. Touch Clear or Retain to either clear
or retain the settings for the next job.

NOTE: To end the current user session and prevent new scan jobs, click Sign Out or Reset on the

control panel. Alternatively, the user session will end when the control panel inactivity timeout is
reached.

4.3-inch control panel screen

@ C ®
Verifying access. Please wait...

https:f/ .sharepoint.com/sites/ Test532/Shared
Documents/General /

Do you want to retain settings for the next job?

8-inch control panel screen

' Preparing job...

&

Do you want to retain settings for the next job?
Verifying access. Please wait...

https:/f -sharepoint.com/sites/Test532/Shared Documents/General/

5. Confirm delivery of the scanned image file using the SharePoint® account.
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Configure Microsoft on the Azure portal

To grant admin consent for the entire organization using the Azure portal, follow these steps:

1. Inthe Azure portal, locate the HP Enterprise application for OneDrive and SharePoint, and then
click Permissions in the right pane. On the Permissions screen, click Grant admin consent for.

) M S l arm}l m

2 HP Enterprise application for OneDrive and SharePoint | Permissions

[}

Permissions
0 o - SEIC

T T al b ¥ 3 an Eirarnb g w e what ol gt
XK Duagrens s . 4 ks . R
Hanmge
- A e, T sred P
& Dwre
Gt gk pdirmin cornpnt a1

dh Bodn and sdmnanilorn
& e bl g dogieriiny (Frigee)  Lines consent
-}

AR name Claimy wakir PermmLon
r— i poraned pu g Bpp
W Condiion o
s PeTRrisc
g

2. When the “Permissions requested” dialog displays, click Accept.

2= Microsoft

Permissions requested

Review for your organization

HP Enterprise application for OneDrive and
1) SharePoint
HP Inc. €
This app would like to:

“v Sign in and read user profile

s Have full access to all files user can access




Recommended OneDrive and SharePoint® scan tests

HP recommends that you perform the Microsoft OneDrive and SharePoint® scan tests outlined in the
table below.

Scan test Outcome

Configure a device for Scan to OneDrive and scan with a
licensed and authorized user.

Configure Scan to OneDrive with a Custom Subfolder and
scan with a licensed and authorized user.

If alternative authentication methods are available (e.g.,
smart card, app), configure Scan to OneDrive and scan by
selecting alternative authentication methods in the
Microsoft prompts.

Configure a device for Scan to SharePoint® and scan with a
licensed and authorized user.

If alternative authentication methods are available (e.g.,
smart card, app), configure Scan to SharePoint® and scan by
selecting alternative authentication methods in the
Microsoft prompts.

After removing or unregistering all HP printers, remove the
HP Enterprise application for OneDrive and SharePoint
Enterprise application from Entra ID.

Known issues with HP Microsoft Scan to OneDrive and Scan to
SharePoint®

The following table outlines known behaviors with the HP Microsoft Scan to OneDrive and Scan to
SharePoint® solutions.

Behaviors Resolution

FIPS Mode operations fail A FutureSmart firmware update is pending for
FutureSmart 5.8.1.1.

Using special characters in Scan to OneDrive root A FutureSmart firmware update is pending for

folder causes error in Quickset setup FutureSmart 5.8.1.1.




Troubleshooting

Following are some common issues that could occur when using Microsoft Scan to OneDrive and Scan to
SharePoint® with an HP printer, including information about the cause of the issues and solutions to
resolve them.

Issue #1

Issue: Need admin approval

B Microsoft

Need admin approval

Boo

needs permission to access resources in your
organization that only an admin can grant. Please
ask an admin to grant permission to this app before
Yyou can use it.

Have an admin account? Sign in with that account

Return to the application without granting consent

Cause

This issue occurs due to lack of permissions to add the HP Enterprise application for OneDrive and
SharePoint® to Entra ID.

Solution

Toresolve, sign in with a user who has sufficient privileges. HP recommends that a user who is assigned
the Global Administrator role in Entra ID performs the setup of the first printer. The Global Administrator
role is required to grant tenant-wide administrator consent on the application.

Issue #2

Issue: Required CA Certificates are missing

0XPd Application Error

SSL certificate or SSH md5 fingerprint not 0K
45.00.3C Error "S5 certifs

communicating with https://

icate or 55H md5 fingerprint not OK” occurred while
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Cause
This issue occurs because CA certificates for required endpoints are not installed for TLS.

Solution

The hostname will be identified in the error message, and the required CA certificate can be identified
based on the hostname using a browser or other tool.

Issue #3

Issue: The Scan to OneDrive or Scan to SharePoint® app is missing from the Home screen on the printer
control panel.

Cause
This issue can occur because the Scan to OneDrive or Scan to SharePoint® app is hidden.

Solution
To restore the icons to the Home screen on the printer control panel, follow these steps:

1. Inasupported browser, open the printer's EWS using the printer's host name or IP address.

2. Onthe EWS Home page, on the top navigation bar, click the General tab. In the left pane, click
Control Panel Customization to expand the options in that menu, and then click Home Screen
Customization.

3. Inthe “Home Screen Arrangement” areq, drag and drop any required hidden apps from the Hidden
Iltems panel to the Home Screen panel.

infermation  Genersl  Copy/Frimt  Scem/DigitalSemd  Fam  Sepplies  Trosbleshooting  Seowrity  HP Web Serwioes  Metworking

Comtrel Panel (Customization = Home Soreen Costomdzation

Hama Sresa
Cmtemization -

- o -

WL Listema e

Taubis Walpager mlemiration

Bt LT BT BA AT

Aavarge the Brrm. oa The Horme wreen by mosing 1he kons in Te wreens beios. Daag #nd deg the Bems. b o e ocaton on e wame page of 1.8 G81eeal page, ieste
Skiers Ly Slene sheriad ISeTri. Dviag apgri and Quich et il Tokderi. o irrcws et feom he Hamr 14ines, 2263 Thers |5 e THidder Brm™ nfm,

slols

el ki
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Supported printers

The following printers support Microsoft OneDrive and Microsoft SharePoint when running HP

FutureSmart firmware version 5.8 or newer:

HP Color LaserJet Enterprise MFP M480

HP LaserdJet Enterprise MFP M430, M431

HP Color LaserJet Managed MFP E47528

HP LaserJet Managed MFP E42540

HP LaserJet Managed MFP E72725

HP LaserJet Managed MFP E73025/30

HP LaserJet Managed MFP E72830

HP LaserJet Managed MFP E73130/35/40

HP Color LaserJet Managed MFP E78122

HP Color LaserJet Managed MFP E78523/28

HP Color Laserdet Managed MFP E78225

HP Color LaserJet Managed MFP E78625/30/35
HP LaserJet Managed MFP E82650

HP LaserJet Managed MFP E82650/60/70

HP Color LaserJet Managed MFP E87740/50/60/70
HP Color LaserJet Enterprise MFP 5800

HP Color LaserJet Enterprise MFP X57945, X58045
HP Color LaserJet Enterprise MFP 6800, 6801

HP Color LaserJet Enterprise MFP X67755, X67765

31



Additional support and feedback

If an error occurs that does not appear to be related to Microsoft infrastructure, or if you have feedback
for solution improvements, please elevate through the standard post-sales support process and provide
the following information:

e Printer model

e Printer firmware revision and date code

e Scan to OneDrive or SharePoint® configuration

e Testscenario

e Error code or description

e Observations

e Feedback

e Relevant screen capture or picture

¢ Diagnostic data (zipped debug information file or .jdp file, if possible)

www.hp.com/support/
Current HP driver, support, and security alerts
delivered directly to your desktop

© Copyright 2024 HP Development Company, L.P. The information contained herein is subject to change without notice. The only warranties
for HP products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein
should be construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained
herein.
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